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ABSTRACT

Social networking has experienced an unprecedented surge in popularity, with millions of consumers utilizing a wide range of web-
based services. Users' social identities have been significantly influenced by social networks (SNs). Individuals utilize their personal
information to establish a social profile, and subsequently allocate a significant amount of time and effort to the maintenance and
manipulation of their online persona on the social network. Social networking sites (SNs) have consequently converted the internet into
a novel platform for social communities to exchange personally identifiable information (PII), including contacts, photographs, and
activities. SNs were initially designed to facilitate this connection and sharing. Nevertheless, with the benefit of hindsight, SN users and
specialists are now examining the privacy implications of such extensive sharing. For instance, 90% of 5627 respondents in 22 countries
rated privacy issues as "troubling" and expressed anxiety regarding information privacy (KPMG International Cooperative, 2010). The
private information of users has been transformed into a virtual public space by social networks. Individuals are increasingly employing
their handheld devices to maintain their social networking access while on the move. Some even contend that participating in social
networks is advantageous for their mental health, provided that they can safequard their privacy. Nevertheless, the privacy of the SN
user is forfeited the moment their information is published in virtual public spaces without the requisite safequards. It is evident that
safeguarding privacy is a critical issue for social networks.
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1. INTRODUCTION Investigate the effectiveness of the privacy principles employed by

the SN providers and convert these principles into a usable

The current literature affirms that there are millions of framework

users of social networking, and, of course, there are many
sites that are linked to these users. It is also probable that a Design SN architecture based on the privacy framework
significant number of these users possess sensitive
information. Consequently, the objective of this research
was to enhance future privacy by safeguarding this user
information, thereby promoting more secure user
interactions with social networking sites.

Individual User Perspectives SN users are the sole
proprietors of their confidential data and have the ability to
guarantee its privacy by taking control. Friend and
(frequently) strangers may be permitted to access users'
private information. Nevertheless, this can result in

Specifically, the objectives of this research were to: significant concerns, such as the disclosure of sensitive
) ) ) relationships and the identification of malevolent
Investigate the privacy requirements of SN users adversaries (K. Liu et al., 2010).

Investigate the principles required to protect user privacy in SNs

System Multiple Evaluating Position or
Boundary Documents Or Testing result

Accumulation on Activity or
Document
Multiple solution Process

Figure 1: Legend used in the research plan
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Nevertheless, SN users have the ability to manage their
personal and private information through a well-informed
approach, such as access control for other SN users or
advanced mechanisms such as seclusion by Friends-of-a-
friend prediction. Nevertheless, the establishment of such
privacy protection mechanisms necessitates a substantial
amount of effort and may induce SN users to accept the
default configuration. Consequently, this can lead to a loss
of privacy and control over one's personal information.

Access control for privacy

Access control for affiliated members on SNs can be
viewed as a companion to privacy. Currently, users are
obligated to invest a significant amount of time and effort
in the establishment of access controls for other individuals
in order to safeguard themselves from privacy intrusions.

2. SURVEY DESIGN

The survey method was characterized by the use of online
queries and a focus on qualitative and quantitative
analysis. This study examined a subset sample of a large
research population from a variety of renowned and
prominent social networking sites, including LinkedIn,
Twitter, and Facebook. The anticipated monthly visitors of
these sites are enormous, with 750,000,000, 250,000,000, and
110,000,000 visitors, respectively. This research examined
general users of social networking sites (SNs) as targeted
samples, regardless of their level of expertise in SN. The
sample population was examined to ascertain the privacy
requirements of a diverse range of SN users.

Review and synthesis SN user
Privacy requirements

Primary and secondary SN user
privacy requirements

Validate SN user privacy
requirements

Pre-pilot assessment of user
privacy requirements

&

Pilot survey

Survey

Validated Primary and Secondary
SN user privacy requirements

Figure 2: Research Model for exploring SN user privacy
requirement

Statistical methods, including factor analysis, were
employed to analyze the collected data. Survey research
has historically been employed as a method of verification
rather than discovery (Gable, 1994). A survey was
conducted and devised in this research during the 'Survey

Instrument' phase. Privacy models were implemented to
verify each survey deliverable.

Privacy Principles for Social Networks

The objective of this research is to introduce seven privacy
protection principles and to ascertain which principles are
most effective in safeguarding privacy in social networks
(SNs). This research also assesses the integration of these
principles into the control, collection, access, use, and
practice of information.

Phase 5: Evaluation of the overall research and synthesis

It is imperative that the privacy requirements for SNs be
devised in a systematic and comprehensive manner, rather
than being ad hoc or post-fact and presented. SNs must
incorporate privacy protection into their design and
development phases and be supported by their
functionalities and practices. The outcome would be social
networking sites that prioritize privacy, which would draw
an increased number of users

Reviewed existing privacy protecting principles

Identified privacy protecting principles for SN to
ensure Privacy — enhancing technologies (PET)

Privacy by Design (PbD)

Investigate PbD approaches in privacy invasive areas

Design two case studies : Diaspora & Clique

Assess on how SN follow the PbD principles

v Map users privacy requirements with PbD principles

Figure 3 Research Model for investigating privacy principle
for SNs

The research is divided into five sections. The first section
introduces a research model, while the second section
offers a comprehensive overview of the most effective
principles for safeguarding privacy and integrating
privacy-enhancing technology into social networks (The
optimal method for safeguarding user privacy in social
networks is also discussed in this section). The third section
illustrates a variety of methods for implementing the
principles of "Privacy by Design" (PbD) in a variety of
privacy-invasive domains, such as social networks. The
fourth section contains case studies that evaluate the
effectiveness of PbD principles and the extent to which the
two open sources of SNs, Diaspora and Clique, are meeting
them.

The final section evaluates the extent to which these PbD
principles will safeguard the privacy requirements of a
variety of SN users. This research concludes by identifying
the various obstacles to the adoption of PbD principles and
the methods by which privacy can be protected in SNs
through the integration of PbD principles.
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3. Comparative Research Analysis / Literature Review Table

S.

No Authors Name Research Title Methodology
Privacy-Preserving Social This research provides a comprehensive insight into the
1 K Sathiyapriya; R Network Clustering Using nuanced interplay between user privacy, data utility, and

Kavin Aravindhan | Differential Privacy

clustering effectiveness within the distinctive dynamics of
social networks, offering a promising solution for the field.

Abdulfattah Omar
2. Hamza Ethleb and

The Impact of Online Social
Media on Translation

The present study explored the use of linguistic
intensification on online social media texts. It specifically
looked at the LAD and CEAD intensifiers and their use of

Yasser A. Gomaa Pedagogy and Industry Twitter.

Santosh Krishna Information Security A detailed social media risk analysis has to be undertaken
3. | Putchala & Krishna | Challenges in Social Media by the organization prior to social media adoption and

Bhat and Anitha R | Interactions usage.

Privacy Preservation
Techniques for Social

4. Monika Singh Networks Users

A protype model an experiment has been conducted by
using ARX tool to preserve the privacy of users by
considering the data of real-time social network CORA. It
has been analyzed that K-anonymity is able to preserve the
privacy of users in CORA dataset.

The Privacy of Information
and its Relationship with the
Trust of Services in Social
Networks on Smartphones in
University Students

Olger Gutiérrez-
5. Aguilar; Samuel
Cervantes-Bolafios

The correlation matrix revealed a strong relationship
between privacy concerns and awareness of private
information collection on SNS. A moderate correlation was
also found between privacy concerns and the perceived
value of SNS on smartphones.

4. PROPOSED METHODOLOGY

The development of a privacy methodology in social
networking necessitates the integration of numerous
critical components. Structured methodology is presented
below:

1. Evaluation of Privacy Requirements User Surveys and
Interviews: Collect information on the privacy
expectations and concerns of users. Threat Modeling;:
Determine the platform's unique vulnerabilities and
potential hazards.

2. Data Minimization Restrict Data Collection: Only gather
data that is necessary for the service's operation.
Aggregation and Anonymization: Employ methods to
aggregate information and anonymize user data to
prevent identification.

3. Transparency and User Control Privacy Settings: Offer
user-friendly settings that facilitate the management of
privacy preferences. Transparent Privacy Policies:
Guarantee that policies are transparent, delineating user
rights, data usage, and sharing practices.

4. Security and Encryption Measures Data Encryption:
Establish end-to-end encryption for sensitive data and
messages.

Secure  Authentication: Implement multi-factor
authentication to improve the security of your account.

5. User Education and Awareness Training and Resources:
Provide educational materials regarding the platform's
secure usage and privacy practices.

6. Alerts and Notifications: Provide wusers with
information regarding potential breaches and privacy
updates.

7. Consistent Audits and Compliance Privacy Audits:
Conduct routine audits to evaluate compliance with
privacy policies and regulations.

8. Regulatory = Compliance: = Guarantee

that the

organization is in accordance with regulations such as
the General Data Protection Regulation (GDPR) and the
Consumer Protection Act (CCPA).

9. Continuous Improvement and Feedback User Feedback
Mechanisms: Establish channels for users to submit
feedback regarding privacy features.

10. Iterative Development: Consistently revise privacy
policies in response to user feedback and emergent
threats.

11. Partnerships and Collaborations Industry Standards:
Establish standards and collaborate with other
organizations to employ best practices.

12. Privacy Advocacy organizations: Collaborate with
advocacy organizations to ensure that user-centric
privacy initiatives are met.

Social networking platforms can establish a robust
methodology for assuring compliance with legal standards,
nurturing trust, and enhancing user privacy by
incorporating these components.

5. CONCLUSION AND FUTURE WORK

This study introduced a novel User-Centred Privacy
Framework (UCPF) to guarantee privacy in Social
Networks (SNs). A user-centered privacy model (UCPM)
and a user-centered privacy architecture (UCPA) were also
developed. This research specifically examined the
technical dimensions of SN services that prioritize privacy.
It found that the incorporation of privacy at the SN design
level ensures its protection at this early stage and
eliminates the complexity that can lead to privacy incidents
in later stages. The user privacy requirements, privacy
protecting principles, privacy framework, and privacy
architecture of SN services have been addressed with
respect to the four research issues associated with Privacy
by Design (PbD). Finally, the proposed privacy framework,
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architecture, and model offer a stable and innovative
foundation for future development and modification to
ensure that SN stakeholders are further protected. This
guarantee of privacy will, in turn, attract a greater number
of users to social networking services.
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